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Introduction 

Thank you for choosing bProbe. This is the installation and configuration guide for the bProbe 
software version 1.3. Please follow the instructions below to set up the bProbe software. 

bProbe is a Snort IDS and Network probe software that is configured to run in packet logger 
mode. It can be installed on a pc and inserted at a key juncture in a network to monitor and 
collect network activity data. 

The data collected is sent to a central "collector" server, which is any software capable of 
interpreting IDS and network data, such as BLËSK or its variants. 
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It should be noted that the installer will delete any existing partitions on your disk in order to 
install the software required to use bProbe. 

Before beginning the installation, please be sure to backup any data that you wish to keep. 

System Requirements 

bProbe software is downloaded as an ISO image. The minimum requirements are: 

Memory:   512 MB 

CPU:    1 Cores 

Hard Disk:   >5 GB 

NIC:    2 NICs 

Guest Operating System: Select Linux, and choose version CentOS 4/5/6 (64-bit). 

Note: Two network interfaces are required for a network probe server to function. The first 
NIC will be used for access while the second will be used to TAP/capture the data. 
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1. Press Enter 

Once you have burned the ISO file onto a CD and have used it to boot your computer, 
Highlight the “Install or upgrade an existing system” option and press Enter to begin the 
installation. 
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2. Test the media (optional) 

The installer will next ask if you would like to test the installation disk.  This will check all of 
the installation files on the cd to make sure that they are readable before continuing. 

This step is optional. 
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3. Launch the installation 

Click « Next » to begin the installation. 
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4. Choose the language 

Choose the language to be used during the installation, and click « Next ». 
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5. Select the keyboard 

Choose your keyboard from the list. Click « Next ».  
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6. Choose Disk Type 

During this step you will choose the type of hard disk. Choose the first option if using a local 
hard disk.  
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7. Confirm formatting 

The installer will now ask for confirmation that you want to format the hard disk. 
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8. Add a network card 

Click « Configure Network » to add a network connection. In the « Network Connections » 
window, click « Add » to add connections. You should at least have two network cards 
detected and listed. One will be used to access the bProbe server and the other for sniffing 
the data. 
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9. Configure the first network card (used for access) 

Start with the first NIC which should be detected as eth0, em0, etc… This one will represent 
the first physical Network Interface Card attached to your server. 

The steps for configuring the first network connection can be seen in the image below. 

Step 1 – make sure that « Connect automatically » is checked. 

Step 2 – click the IPv4 Settings tab to access the IPv4 settings. 

Step 3 – it is recommended to use DHCP (you can use manual if you like). 

Step 4 – click « Apply » to finish. 
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10.Configure the second network card (used for sniffing) 

The steps for configuring the second network connection can be seen in the image below. 

Step 1 – make sure that « Connect automatically » is checked. 

Step 2 – click the IPv4 Settings tab to access the IPv4 settings. 

Step 3 – it is recommended to use a fake static IP address for your bProbe server. Select 
Manual from the Method drop down menu. 

Step 4 – click the « Add » button to add an IP address. 

Step 5 – enter the information for the IP address, subnet mask, and default gateway. We 
recommend 169.254.1.1/24 0.0.0.0 (this is a fake IP that we can use here). 

Step 6 – click « Apply » to finish. 
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11.Define domain name 

Once the network connection has been added, specify a name for your server and click 
« Next » (It is preferable to use the fully qualified name, as shown below). 
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12.Select the time zone 

Select your time zone. 
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13.Enter administrator password 

Choose a password for the « root » account and click « Next ». 
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14.Define partitions 

When partitioning the hard disk, choose the option « Use all space ».  

Once your selection is made, the installer will ask you to choose the disk to be formatted. If 
there is more than one disk in the server, you will be asked on which disk you would like to 
install bProbe. 

!!!WARNING!!! During this step all of the partitions on your physical hard disk will be erased 
and new partitions created. If there is data on this disk that you wish to keep, be sure to 
make a backup before proceeding. 

  

P a g e    |  18 22



 

15.Confirm partition selection 

Confirm your choice of partitions by clicking « Write changes to disk », then click « Next ». 
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16.Install the software 

Once you have confirmed the partitions, package installation will begin automatically. 
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17.Installation complete 

The installation of your bProbe server is now complete. There remain a few additional steps 
to be done via the web interface to make your server operational. 
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18.Finalize the configuration 

To access the bProbe web interface, enter the IP address of your server in a web browser. The 
page you will see will ask you to enter the following: 

1. The IP address of the collector / receiver server (BLËSK, etc…). 

2. The email address of the system administrator. 

3. The « Community string » used by SNMP to let other system monitors this unit. 

4. The IP address of the mail server that will be used to send notifications. 
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